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Printerpoint Network Security

How Printerpoint communicates outside your network
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Preface

Sepialine’s remote monitoring applications make periodic outbound connections to Sepialine
servers. Sepialine’s servers are hosted by Amazon Web Services and use Microsoft Server
technology. This document details what information is sent, how it is sent, and how it is stored in
the Printerpoint application.

This document was last updated September 2023.

What is Printerpoint?

Printerpoint is a cloud-based remote monitoring tool, which contains a lightweight agent
installed on a computer on the customer’s network. This agent makes outbound HTTPS
connections to the Printerpoint servers on port 443.

Data Transmission

The Printerpoint agent transmits a small amount of data per device to the Printerpoint cloud
servers on a regular interval. This transmission is about equivalent to sending 10-20 text-based
emails per day without attachments.

Proxy and Firewall Considerations

In most cases, the Printerpoint agent can communicate through firewalls and proxy servers
without any changes. In some scenarios, a proxy exception may be needed to allow outbound
traffic on port 443 to printerpoint.com. Proxy credentials can also be defined directly in the
Printerpoint agent configuration if required.

Printerpoint’s servers are hosted with a load balancer by Amazon Web Services and the IP
address dynamically changes based on the fastest connection available, so we recommend
using a domain name exception rather than using a specific IP address.



Erinterpoint

Printerpoint Data Collection and Storage
Printerpoint collects statistical information about printers. This includes lifetime usage counters,
service alerts and consumable levels such as ink, toner, print heads, and paper.

For some printers, Printerpoint collects basic information about print jobs and stores aggregate
information to display usage-based reports. No user-identifiable information is collected unless
specifically requested by the end user (see “Customer Facing Print Tracking” below). All
Printerpoint data is encrypted during transmission and storage. No customer information in
detail is shared, sold, traded, or otherwise provided by Sepialine to any entity.

Print job information is currently available for the following families of printers:
e HP DesignJet (excluding T730, T830 and Studio series)

HP PageWide XL series

HP Latex series

Canon ImageProGRAF series

Canon/Océ Plotwave, Colorwave, TDS series

KIP System K series

Printerpoint Printer Discovery

Printerpoint has an optional Printer Discovery feature, which scans an assigned network range
to locate compatible printers, giving the option to selectively manage some, or all of the found
network attached printers.

Printer Discovery will attempt to communicate with each IP address in the given network range,
first by ping, and if successful, then by specific protocols used to identify printers, including
SNMP, HTTP and manufacturer-specific API calls.

Customer-Facing Print Tracking

Printerpoint has an optional feature to provide print tracking data to end users for some printers.
This feature includes a customer-defined option to allow Printerpoint to retrieve and store user
and filename information about print jobs in the Printerpoint database. This feature is disabled
by default. If this feature is not enabled by the end user, job data is stored without username
and filename. The contents of a print job are never transmitted or stored by Printerpoint.
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Web Sockets and Printerpoint Connect

The Printerpoint Agent also uses web sockets technology to create a persistent connection
between the Printerpoint Agent and the Printerpoint servers. This connection is only used when
the optional Printerpoint Connect feature is enabled for a dealer. Printerpoint Connect allows

remote access to a printer’s web page through the Printerpoint Agent. The Printerpoint Connect
- Remote Printer Access White Paper details this feature.

Additional Questions or Concerns
For more information, please contact the Printerpoint support team at
support@printerpoint.com.



